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Premium stackable
Gigabit switches deliver
maximum security,
convergence features
and intelligence
required by the most
demanding advanced
enterprise networks

3Com® Switch 5500G 10/100/1000 Family

OVERVIEW

The 3Com” Switch 5500G 10/100/1000 Family delivers premium levels
of performance, security and reliability for robust switching at the
enterprise network edge. The family consists of Layer 2/3/4 Gigabit
Ethernet and Power over Ethernet switches, with advanced features
that can accommodate the most demanding applications, offering
resilient and secure connectivity and the latest traffic-prioritization
technologies to optimize applications on converged networks. Designed
for maximum flexibility and scalability, 3Com Switch 5500G models come
with 24 or 48 Gigabit ports, and offer optional modules for 10-Gigabit
and SFP Gigabit uplink connections.

The switches can be stacked up to eight units high using patented
3Com XRN" (eXpandable Resilient Networking) technology. One XRN
stack can provide up to 448 Gigabit Ethernet ports, with 96 Gbps
resilient stacking bandwidth, all centrally managed, with high-end
enterprise chassis-class availability.

Further expansion is possible via clustered stacking technology, allowing
single IP management for up to 32 devices from different 3Com switch
families, including the Switch 5500G, 5500, 4500G, 4210 and 4200G.

KEY BENEFITS

ENTERPRISE-LEVEL PERFORMANCE

3Com Switch 5500G 10/100/1000 devices provide switching capacity
of up to 240 Gbps for 48-port models and 192 Gbps for 24-port models.
Wirespeed line-rate performance is delivered on all ports within the
stack. Advanced Layer 3 routing—including OSPF, PIM-SM, PIM-DM
and RIP v1/v2—helps deliver optimal performance and system response.

BUILT FOR FLEXIBILITY AND GROWTH

The 3Com Switch 5500G family consists of five models: choose 24 or 48
Gigabit ports, with or without PoE; a fifth SFP model offers 24 SFP
Gigabit ports. Four ports on each of these models are dual-purpose or
“dual-personality,” functioning as either 10/100/1000 or with fiber
Gigabit SFPs; two of these four SFP ports also support Fast Ethernet fiber.

All models come with an applications module slot for adding ports

or capabilities. Install an 8-Port SFP Gigabit module, or a 1- or 2-port
10-Gigabit module. Use this in the future to add a 3Com Open Services
Networking (OSN) module.

from top: 3Com Switch 5500G-EI 24-Port, Switch 5500G-EI PWR 24-Port,
Switch 55006G-El 48-Port, Switch 5500G-EI PWR 48-Port, Switch 5500G-El 24-Port SFP












3Com® Switch 5500G 10/100/1000 Family

PRODUCT WARRANTY AND OTHER SERVICES

Warranty

3Com Limited Lifetime Warranty. For as long as the original end user owns the product, or for five years
after 3Com discontinues the of sale of the product, whichever occurs first.

Hardware coverage

Covers the complete unit including power supply and fan.

In-warranty hardware replacement’

Advanced Hardware Replacement of hardware for the duration of the warranty. In the US 48 contiguous states
this is same-day ship with next business day delivery when call received before noon Pacific time. For Canada,
Alaska and Hawaii, this is same-day ship when call received before noon Pacific time. For the rest of the world,
it is next-business-day ship. Actual delivery times may vary depending on customer location. Reasonable
commercial efforts apply.

Software coverage

90 days for media replacement.

Software updates*

Access to releases with incremental software features and bug fixes. For the Switch 55006, updates are all
releases within the licensed 3Com 0S software level.

Online Knowledgebase support*

Access to online troubleshooting tool for the duration of the warranty.

* These services are not included as part of the Warranty and 3Com reserves the right to modify or cancel this offering at any time, without advance notice. This offering is not
available where prohibited by law. Services are effective at warranty start date, and are enabled with product registration. Customers receive a user ID with eSupport registration.

SERVICE AND SUPPORT

3Com Global Services offers the resources and talents of a major corporation plus more than two decades of
experience in resolving network challenges and delivering business benefits to enterprises around the world.

Global support with a personalized focus in the local language helps drive productivity and minimize
expenses. Because 3Com understands both the technology and the business, were the partner you need, to
maintain your competitive edge and remain strong.

Suggested Service, Support and Training Offerings

Network Health Check An activity-auditing service focused on improving network performance
and productivity

Includes traffic monitoring, utilization analysis, problem identification,
and asset deployment recommendations

Extensive report provides blueprint for action

Network Installation and Experts set-up and configure equipment and integrate technologies to
Implementation Services maximize functionality and minimize business disruption

For large and complex sites, implementation services include personalized
configuration, project management, extended testing and coaching on
network administration

Project Management Provides extra focus and resources that special projects demand

3Com engineers manage entire process from initial specifications to
post-project review

Using structured methodology, requirements are identified, projects
planned and progress of implementation activities tracked

3Com Guardian®" Maintenance Service This service provides comprehensive on-site support and includes
advance hardware replacement, telephone technical support and
software upgrades

3Com Express®™ Maintenance Service This service provides speedy access to: 3Com shipment of advance
hardware replacements, software upgrades and telephone support

3Com University Self-paced and instructor-led technology and product courses, plus
certification programs




3Com® Switch 5500G 10/100/1000 Family

SPECIFICATIONS

All information in this section is
relevant to all members of the 3Com
Switch 5500G 10/100/1000 family,
unless otherwise stated.
CONNECTORS

48-port models

48 auto-negotiating 10BASE-T/
100BASE-TX/1000BASE-T ports,

4 of which are dual-personality
10/100/1000 or SEP Gigabit ports’
IEEE 802.3af in-line power on all
10/100/1000 ports for PWR models
24-port SFP model

24 Gigabit SFP ports, 4 of which are
dual-personality 10BASE-T/100BASE-
TX/1000BASE-T or SFP Gigabit ports’
24-port, other models

24 auto-negotiating 10BASE-T/
100BASE-TX/1000BASE-T,

4 of which are dual-personality
10/100/1000 or SEP Gigabit ports’
1EEE 802.3af in-line power on all
10/100/1000 ports for PWR models
All models

Application module slot

2 XRN Stacking ports (each 48Gbps
full-duplex)

Redundant power supply (-48 VDC)
connector

RJ-45 console port

PERFORMANCE

48-port

240.0 Gbps switching capacity, max.
(with 2-port 10-Gigabit module)
172.6 Mpps forwarding rate, max.
(with 2-port 10-Gigabit module)
142.3 Mpps forwarding rate, max.
(with no optional modules)

24-port

192.0 Gbps switching capacity, max.
(with 2-port 10-Gigabit module)
136.9 Mpps forwarding rate, max.
(with 2-port 10-Gigabit module)
107.1 Mpps forwarding rate, max.
(with no optional modules)

All models

Wirespeed performance across all
ports within stack or fabric
Store-and-forward switching;
latency <10 ps

96 Gbps full-duplex resilient stacking
bandwidth

LAYER 2 SWITCHING

16K MAC addresses in address table
1K static MAC addresses, in addition to
default address

Jumbo Frame support

4,094 port-based IEEE 802.1Q VLANs
IEEE 802.1 Q-in-Q double-tagged
VLANs

IEEE 802.1v protocol-based VLANs
MAC-based VLANSs using RADA auto-
VLAN assignment

Auto-voice VLAN for automatic
vendor-independent segregation

and prioritization of VoIP traffic

IEEE 802.3ad Link Aggregation
Control Protocol (LACP); automated
and manual aggregation

Link aggregation trunk groups,

per switch:

* 32 groups

* 810/100/1000 ports or 4 10-Gigabit
ports per group

* 32 Distributed Link Aggregation
(DLA) groups

Auto-negotiation and manual

configuration of port speed and duplex

IEEE 802.3x full-duplex flow control

Back pressure flow control for half-

duplex

Unidirectional Link Detection (UDLD)

Broadcast, Multicast and Unicast

traffic suppression

Wake-on-LAN support

1EEE 802.1D Spanning Tree Protocol

(STP)

IEEE 802.1w Rapid Spanning Tree

Protocol (RSTP)

1EEE 802.1s Multiple Spanning Tree

Protocol (MSTP)

Bridge Protocol Data Unit (BPDU)

protection

Spanning Tree root guard

Internet Group Management Protocol

(IGMP) v1, 2 and 3 snooping

IGMP querier

Filtering for 256 multicast groups

Dynamic Host Configuration Protocol

Relay (DHCP) Option 82

LAYER 3 SWITCHING

Hardware based routing

256 static routes, in addition to

default address

Address Resolution Protocol (ARP)

entries: 8K dynamic, 1K static

64 IP interfaces

Routing Information Protocol (RIP),

vl and v2: 2K routes

Open Shortest Path First (OSPE):

¢ 8 areas with 8 virtual interfaces
per area

* 40 neighbors per virtual interface

* Eight virtual links

Protocol Independent Multicast-Dense

Mode (PIM-DM)

Protocol Independent Multicast-Sparse

Mode (PIM-SM)

IGMP vl and v2

Border Gateway Protocol (BGPv4)

Equal Cost Multipath Protocol

(ECMP); up to three ECMP instances

Multicast VLAN Registration (MVR)

Dynamic Host Configuration Protocol

Relay (DHCP Relay): 8 K max.

3Com XRN" Technology:

* High-bandwidth 96 Gbps resilient

stacking links

Distributed Link Aggregation, hot-

swappable switch units; high-speed

fully resilient trunks up to 40 Gbps

Distributed Resilient Routing:

optimized Layer 3, one routing table

per switch

Virtual Router Redundancy Protocol

(VRRP)

CONVERGENCE

8 hardware queues per port

IEEE 802.1p Class of Service/Quality
of Service (CoS/QoS) on ingress and
egress

Remarking of packets based on
priority:

* Type of Service (ToS)

IEEE 802.1p CoS

* IP precedence

* Physical port
 Source/destination MAC address

¢ VLAN information

* Ethertype

 Source/destination IP address

* Source/destination TCP port

* Source/destination UDP port
Traffic redirection

Time-based Access Control Lists (ACLs)
Auto-prioritization of voice traffic
determined by vendor OUI
Weighted Round Robin (WRR),
including WRR+SP

Strict Priority Queuing (SP)

DiffServ Code Point Expedited
Forwarding (DSCP EF) remarking for
prioritization of VoIP traffic
Application rate limiting and blocking
on ingress

Port-based traffic shaping on egress
1EEE 802.3af Power over Ethernet
standards-compliant (PWR models)

POE (PWR MODELS ONLY)

IEEE 802.3af PoE injection into Cat5
or 5e LAN wiring (300 W total max.)
Supports all standard and most
common pre-standard phones, access
points and other PoE devices from
selected vendors (Cisco, Nortel,
Philips, Siemens, Avaya, NEC,
Polycom, Pingtel, Proxim, et. al.)
Available standards-based supplemental
power system enables full 15.4 W to
all PoE ports in a switch or stack

SECURITY

IEEE 802.1X Network login user

authentication:

¢ Local, RADIUS, or TACACS+ server
authentication

* PAP, CHAP, EAP over LAN (EAPoL),
EAP-TLS/TTLS and PEAP

* Automatic port assignment of
VLANSs, ACLs and QoS profile based
on user

¢ Multiple users per port

* 1,024 users per fabric

* Guest VLAN option

* Multiple authentication server realm
definitions

RADIUS/TACACS+ session accounting

RADIUS Authenticated Device Access

(RADA): authenticate devices based

on MAC address against RADIUS

server or local database; assign VLAN

ID and ACL through RADIUS

Combined MAC and IEEE 802.1X

authentication on same port

DHCP Tracker

DHCP snooping, including DHCP Trust

Wirespeed packet filtering in hardware

¥ 2 of these 4 SFP ports are capable of supporting Fast Ethernet fiber, via dual-mode SFP transceivers 3CSFP9-81 and 3CSFP9-82.

6

ACLs filter at Layers 2, 3 and 4:

* Source/destination MAC address

* Ethernet type
 Source/destination IP address

* Source/destination TCP port

* Source/destination UDP port
User-defined ACL filters
VLAN-based ACLs

Port-based MAC address Disconnect
Unknown Device (DUD)

ARP inspection and IP source guard
IEEE 802.1X or TACACS+ user
authentication of switch management
on Telnet and console sessions

MD5 cipher-text and clear-text
authentication for OSPF v2 and RIP
v2 packets and SNMP v3 traffic
Hierarchical management and password
protection for management interface
and encrypted traffic, with SNMP v3
and SSH v2

4 local user access privilege levels

Trusted management station IP and/or
MAC address

STACKING

Up to 448 Gigabit ports, of which 384
are 10/100/1000

Single IP address and management
interfaces for stack-wide control
Hot-swappable, resilient stacking
High-bandwidth 96 Gbps resilient
stacking links

Distributed Resilient Routing with
router tables in all units; no master/
slave arrangement

Combine any Switch 5500G-EI models
into a single stack, up to 8-high, when
using XRN technology

Clustered stacking technology: single
IP management for up to 32 devices
from different 3Com switch families,
including Switch 5500G-EI, 5500-EI,
4500G and 4200G

MANAGEMENT

CLI via console or Telnet
Embedded web management interface

System configuration with SNMP v1,
2c and 3

Comprehensive statistics, including
ACL/QoS and IP interface

Syslog

IPv6 management including pingvé,
tracertv6, Telnetve, TFTPv6, DNSv6
and ARPv6

IPv6 management interface IP address
configuration

Remote Monitoring (RMON) groups
statistics, history, alarm and events

DHCP server including options 60, 82
and 184

Supports multiple software images and
bank swap, stored in non-volatile
memory

1-to-1 port mirroring
Many-to-1 port mirroring
VLAN-to-1 port mirroring
Remote port mirroring

Ability to apply ACL to mirror port
and forward only certain traffic types

Detailed alarm and debug information
Front panel indicators for port and
unit status information

Supports ping, remote ping and
traceroute





